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1 Intro / Overview
e Smith, H. J., Dinev, T., & Xu, H. (2011). Information privacy research: An
interdisciplinary review. MIS Quarterly, 35, 989-1015
e boyd, d., & Crawford, K. (2012). Critical questions for big data: Provocations for a cultural,
technological, and scholarly phenomenon. Information, Conmunication, & Society, 15, 662-679.

2 Historical Roots
e Keulen, S., & Kroeze, R. (2018). Privacy from a historical perspective. The bhandbook of privacy
studies: An interdisciplinary introduction, 21-56.
e Igo, S. E. (2018). Me and my data. Hzstorical Studies in the Natural Sciences, 48(5), 616-626.
e Warren, S. D., & Brandeis, L. D. (1890). The Right to Privacy. Harvard Law Review, 4(5), 193-
220.

3 Major Paradigms: Privacy & Security

e Mulligan, D. K., Koopman, C., & Doty, N. (2016). Privacy is an essentially contested
concept: a multi-dimensional analytic for mapping privacy. Philosophical Transactions of the Royal
Society A: Mathematical, Physical and Engineering Sciences, 374(2083)

e Solove, D. J. (2021). The myth of the privacy paradox. Geo. Wash. L. Rev., §9, 1.

e Nissenbaum, H. (2019). Contextual integrity up and down the data food chain. Theoretical
Inguiries in Law, 20(1), 221-256.

e Schneier, B. (2008, June). The psychology of security. In International conference on cryptology in
Africa (pp. 50-79). Berlin, Heidelberg: Springer Berlin Heidelberg.

Recommended:

e Palen, L., & Dourish, P. (2003, April). Unpacking" privacy" for a networked wotld. In
Proceedings of the SIGCHI conference on Human factors in computing systems (pp. 129-1306).

e Petronio, S., & Child, J. T. (2020). Conceptualization and operationalization: Utility of
communication privacy management theory. Current opinion in psychology, 31, 76-82.

e Margulis S. T. (2003). On the status and contribution of Westin’s and Altman’s theories of
privacy. Journal of Social Issues, 59, 411-429.

e Marwick, A. E. (2023). The Private Is Political: Networked Privacy and Social Media. Yale
University Press.

e Acquisti, A., Taylor, C., & Wagman, L. (2016). The economics of privacy. Journal of economic
Literature, 54(2), 442-492.

e Wash, R. (2010, July). Folk models of home computer security. In Proceedings of the Sixth
Symposinm on Usable Privacy and Security (pp. 1-16).

e Turow, J., Hennessy, M., & Draper, N. (2015). The tradeoff fallacy: How marketers are
misrepresenting American consumers and opening them up to exploitation.

4 Major Paradigms: Critical Theories & Surveillance
e McDonald, N., & Forte, A. (2020, April). The politics of privacy theories: Moving from
norms to vulnerabilities. In Proceedings of the 2020 CHI Conference on Human Factors in Computing
Systems (pp. 1-14).
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e Timan, T., Gali¢, M., & Koops, B. J. (2017). Surveillance theory and its implications for law.
Tjerk Timan, Masa Galié & Bert-Jaap Koops (2017), Surveillance Theory and Its Implications for Law’,
in: R. Brownsword, E. Scotford & K. Yeung (eds), The Oxford Handbook of Law, Regulation, and
Technology, Oxford: Oxford UP, 731-753.

e Bridges, K. M. (2011). Privacy rights and public families. Harv. [ & Gender, 34, 113.

e Browne, S. (2012). Race and surveillance. In Routledge handbook of surveillance studies (pp. 72-79).
Routledge.

Recommended:

e Ball, K. (2005). Organization, surveillance and the body: Towards a politics of resistance.
Organization, 12(1), 89-108.

e Agre, P. E. (1994). Surveillance and capture: Two models of privacy. The Information Society,
10(2), 101-127.

e Foucault, M. (2007). Discipline and punish: The birth of the prison (pp. 445-471). Duke University
Press.

e Deleuze, G. (2017). Postscript on the Societies of Control (pp. 35-39). Routledge.

[ ]

Madden, M., Gilman, M., Levy, K., & Marwick, A. (2017). Privacy, poverty, and big data: A
matrix of vulnerabilities for poor Americans. Wash. UL Rev., 95, 53.

5 HCI research & privacy by design

e Wong, R. Y., & Mulligan, D. K. (2019, May). Bringing design to the privacy table:
Broadening “Design” in “Privacy by Design” through the lens of HCL. In Proceedings of the
2019 CHI conference on human factors in computing systems (pp. 1-17).

e Cranor, L. F., & Buchler, N. (2014). Better together: Usability and security go hand in hand.
IEEE Security & Privacy, 12(6), 89-93.

e Hochheiser, H., Feng, J., & Lazar, J. (2008, July). Challenges in universally usable privacy and
secutity. In Symposinm On Usable Privacy and Security (SOUPS).

Recommended:
[ ]

King, Jennifer; Flanagan, Anne; Warren, Sheila. “Redesigning Data Privacy: Reimagining Notice &
Consent for Human-Technology Interaction.” White paper report: World Economic Forum, 30
July 2020.

Habib, H., Zou, Y., Yao, Y., Acquisti, A., Cranor, L., Reidenberg, J., ... & Schaub, F. (2021,
May). Toggles, dollar signs, and triangles: How to (in) effectively convey privacy choices with
icons and link texts. In Proceedings of the 2021 CHI Conference on Human Factors in Computing
Systems (pp. 1-25).

Shay, R., Komanduri, S., Durity, A. L., Huh, P., Mazurek, M. L., Segreti, S. M., ... & Cranor,
L. F. (2016). Designing password policies for strength and usability. ACM Transactions on
Information and System Security (IISSEC), 18(4), 1-34.

Mathis, F., Vaniea, K., & Khamis, M. (2021). Prototyping usable privacy and security
systems: Insights from experts. International Journal of Human—Computer Interaction, 38(5), 468-
490.
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6 Ethical questions for new technologies

e Zimmer, M. (2010). “But the data is already public”: On the ethics of research in Facebook.
Ethics and Information Technology, 12, 313-325.

e Houvitz, E., & Mulligan, D. (2015). Data, privacy, and the greater good. Science, 349(6245),
253-255.

e Hoffmann, A. L. (2019). Where fairness fails: data, algorithms, and the limits of
antidiscrimination discourse. Information, Communication & Society, 22(7), 900-915.

e Vitak, J., Shilton, K., & Ashktorab, Z. (2016, February). Beyond the Belmont principles:
Ethical challenges, practices, and beliefs in the online data research community. In Proceedings of
the 19th ACM conference on computer-supported cogperative work & social computing (pp. 941-953).

Recommended:
[ ]

Richardson, R., Schultz, J. M., & Crawford, K. (2019). Dirty data, bad predictions: How civil
rights violations impact police data, predictive policing systems, and justice. NYUL Rev.
Online, 94, 15.

7 Speculative Fiction / Speculative Design

e Tiesler, C. (2021). Innovating like an optimist, preparing like a pessimist: Ethical speculation
and the legal imagination. Colo. Tech. L], 19, 1.

e Wong, R. Y., & Khovanskaya, V. (2018). Speculative design in HCI: from corporate
imaginations to critical orientations. In New Directions in Third Wave Human-Computer
Interaction: 1V olume 2-Methodologies (pp. 175-202). Springer, Cham.

Recommended:

[ ]

Jones, M. (2015). Privacy without screens & the internet of other people's things. Idaho Law
Review, 51(3), 639-660.

Wong, R. Y., Van Wyk, E., & Pierce, J. (2017, June). Real-fictional entanglements: Using
science fiction and design fiction to interrogate sensing technologies. In Proceedings of the 2017
Conference on Designing Interactive Systems (pp. 567-579).

Merrill, N. (2020, July). Security fictions: Bridging speculative design and computer security.
In Proceedings of the 2020 ACM Designing Interactive Systems Conference (pp. 1727-1735).

8 No in-class meeting (finish your selected book)

9 Regulations (Anna)

Movius, L. B., & Krup, N. (2009). US and EU privacy policy: Comparison of regulatory
approaches. International Jonrnal of Communication, 3, 19.

Congressional Research Service. (2020). Watching the Watchers: A Comparison of Privacy
Bills in the 116th Congress.

Baik, J. S. (2020). Data privacy against innovation or against discrimination?: The case of the
California Consumer Privacy Act (CCPA). Telematics and Informatics, 52.
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Hazel, J. W., & Slobogin, C. (2020). "A World of Difference"? Law Enforcement, Genetic
Data, and the Fourth Amendment. Dxke L], 70, 705.

Recommended:

Stuck In China's Panopticon [NPR’s Planet Money Podcast]

Kerr, O. S. (2013). The Curious History of Fourth Amendment Searches. The Supreme Court
Review, 2012(1), 67-97.

Nicola, F. G., & Pollicino, O. (2020). The Balkanization of Data Privacy Regulation. . 17a.
L. Rev., 123, 61.

Ahmed, S. 1., Haque, M. R, Guha, S., Rifat, M. R., & Dell, N. (2017, May). Privacy, security,
and surveillance in the Global South: A study of biometric mobile SIM registration in
Bangladesh. In Proceedings of the 2017 CHI Conference on Human Factors in Computing Systems (pp.
906-918).

Viljoen, S. (2021). A relational theory of data governance. Yale L], 131, 573.

Schwartz, P. M. (2019). Global data privacy: The EU way. New York University Law
Review, 94(4), 771-818

10 Surveillance at home and work

Stark, L., & Levy, K. (2018). The surveillant consumer. Media, Culture & Society, 40(8), 1202-
1220.

Ball, K. (2022). Surveillance in the workplace: past, present, and future. Surveillance and Society.

Lau, J., Zimmerman, B., & Schaub, F. (2018). Alexa, are you listening? Privacy perceptions,
concerns and privacy-seeking behaviors with smart speakers. Proceedings of the ACM on human-
computer interaction, 2(CSCW), 1-31.

Levy, K. E. (2014). Intimate surveillance. Idaho L. Rev., 51, 679.

Recommended:

Pinto, L. E., & Nemorin, S. (2015). Normalizing panoptic surveillance among children: “The
Elf on the Shelf. Our Schools/ Our Selves, 24(2), 53.

Fernback, J. (2013). Sousveillance: Communities of resistance to the

surveillance environment. Telematics and Informatics, 30(1), 11-21.

Stanton, J. M., & Stam, K. R. (2003). Information technology, privacy, and power within
organizations: A view from boundary theory and social exchange perspectives. Surveillance &
Society, 1(2), 152-190.

Ajunwa, 1., Crawford, K., & Schultz, J. (2017). Limitless worker surveillance. Calif. L. Rew.,
105, 735.xvpe

Ball, K. (2010). Workplace surveillance: An overview. Labor History, 51, 87-106.
Emami-Naeini, P., Agarwal, Y., Cranor, L. F., & Hibshi, H. (2020, May). Ask the experts:
What should be on an IoT privacy and security label?. In 2020 IEEE Symposium on Security
and Privacy (SP) (pp. 447-464). IEEE.


mailto:https://www.npr.org/2019/07/05/738949320/episode-924-stuck-in-chinas-panopticon
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11 Privacy, Surveillance, and EdTech

e Regan, P. M., & Jesse, J. (2019). Ethical challenges of edtech, big data and personalized
learning: Twenty-first century student sorting and tracking. Ezhics and Information Technology,
21,167-179.

e Jones, K. M, Asher, A., Goben, A., Perry, M. R, Salo, D., Briney, K. A., & Robertshaw, M.
B. (2020). “We're being tracked at all times”: Student perspectives of their privacy in relation
to learning analytics in higher education. Journal of the Association for Information Science and
Technology, 71(9), 1044-1059.

e Stockman, C., & Nottingham, E. (2022). Surveillance capitalism in schools: what’s the
problem?’. Digital Culture & Education, 14(1), 1-15.

Recommended:

e Wagman, K. B., *Blinder, E. B., *Song, K., *Vignon, A., *Dworkin, S., Clegg, T., Vitak, J.,
& Chetty, M. (2023). “We picked community over privacy”: Privacy and security concerns
emerging from remote learning sociotechnical infrastructure during COVID-19. Proceedings of
the ACM: HCI({CSCW).

e Vetter, M. A., & McDowell, Z. J. (2023). A spectrum of surveillance: Charting functions of
epistemic inequality across EdTech platforms in the post-COVID-19 era. Journal of University
Teaching & Learning Practice, 20(2), 02.

12 Privacy utopias & dystopias: Consequences of making all technology “smart”

e Minocher, X., & Randall, C. (2020). Predictable policing: New technology, old bias, and
future resistance in big data surveillance. Convergence, 26(5-6), 1108-1124.

e Zuboff, S. (2015). Big other: surveillance capitalism and the prospects of an information
civilization. Journal of Information Technology, 30(1), 75-89.

e Lenhart, A., Park, S., Zimmer, M., & Vitak, J. (2023). “You shouldn't need to share your
data”: Perceived privacy risks and mitigation strategies among smart home power users.
Proceedings of the ACM on Human-Computer Interaction, 7, CSCW2, Article 247.
https://doi.org/10.1145/3610038

e Sadowski, J., & Pasquale, F. A. (2015). The spectrum of control: A social theory of the smart
city. First Monday, 20(7).

Recommended

e Hendrix, J. A., Taniguchi, T. A, Strom, K. J., Barrick, K. A., & Johnson, N. J. (2018). The
eyes of law enforcement in the new panopticon: Police-community racial asymmetry and the
use of surveillance technology. Surveillance & Society, 16(1), 53-68.

14 AI, big data, and the “death” of privacy
e Skeba, P., & Baumer, E. P. (2020). Informational friction as a lens for studying algorithmic
aspects of privacy. Proceedings of the ACM on Human-Computer Interaction, 4(CSCW2), 1-22.
e Ohm, P. (2011). The Fourth Amendment in a world without privacy. Miss. L], §7, 1309.

e Richards, N. M. (2021). Why Privacy Matters: An Introduction. Nes/ Richards, Why Privacy
Matters (Oxford Press 2021).
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e Turow, J., Lelkes, Y., Draper, N. A., & Waldman, A. E. (2023). Americans can’t consent to
companies’ use of their data.

Recommended:
¢  Your Apps Know Where You Were Last Night, and They’re Not Keeping It Secret [NY
Times]

e Acquisti, A., Brandimarte, L., & Loewenstein, G. (2021). The Drive for Privacy and the
Difficulty of Achieving It in the Digital Age. Network Digital 360:
https://www.agendadigitale.eu/sicurezza/privacy/the-drive-for-privacy-and-the-difficulty-
of-achieving-it-in-the-digital-age

e Kshetri, N., & DeFranco, J. F. (2020). Is Privacy Dead?. IT Professional, 22(5), 4-12.



mailto:https://www.nytimes.com/interactive/2018/12/10/business/location-data-privacy-apps.html
mailto:https://www.nytimes.com/interactive/2018/12/10/business/location-data-privacy-apps.html
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